In this presentation, I describe how the SEI's Security Engineering Risk Analysis (SERA) method provides a structure that connects desired system functionality with the underlying software to evaluate the sufficiency of requirements for software security and the potential operational security risks based on mission impact.
TOPIC DESCRIPTION
Researchers from Software Engineering Institute (SEI) developed the Security Engineering Risk Analysis (SERA) Method and successfully used SERA for analysis of operational security risks early in the lifecycle to identify design weaknesses and establish confidence for system and software assurance. The SERA Method is a model-based approach for analyzing complex security risks in software-reliant systems and systems of systems across the lifecycle and supply chain. Addressing security risk in this context requires consideration of the role of each system in addressing an operational mission and the impact of security issues on the specific system of interest that may originate in other mission-dependent systems.
VALUE OF TOPIC
This research focuses on the convergence of three major areassystems engineering, software security engineering, and security risk management-and the value in using a cross-discipline approach for security. From a realistic mission thread, multiple system and software relationships and dependencies as well as critical assets and high-impact points of failure can be identified and mitigation approaches developed and validated.
Operational security vulnerabilities generally have three main causes: (1) design weaknesses, (2) implementation/coding vulnerabilities, and (3) system configuration errors. Addressing design weaknesses as soon as possible is especially important because these weaknesses are not corrected easily after a system has been deployed. Remediation normally requires extensive redesign of the system, which is costly and often proves to be impractical.
Determining the importance of a security risk requires connecting it to mission impact. The SERA method provides systems engineers with a structure to connect desired system functionality with the underlying software to evaluate the sufficiency of requirements for software security and the potential operational security risks based on mission impact.
PRESENTATION DESCRIPTION
The SEI successfully applied this approach for alert originators as they planned for use of the Wireless Emergency Alerts (WEA) system, a public alerting service offered by the Department of Homeland Security starting in the spring of 2014. Mission threads provided a means for identifying and evaluating potential security threats in a way that non-technical stakeholders could understand the risks and determine appropriate responses.
A mission thread is an end-to-end set of steps that illustrate the technology and people resources needed to deliver expected behavior under a set of conditions and provide a basis for identifying and analyzing potential problems that could represent risks. For each mission step, the expected actions, outcomes, and assets are assembled. Confirmation that the components appropriately respond to expected operational use increases confidence that the system will function as intended even in the event of an attack [1] .
An example WEA mission thread is shown in Figure 1 . Each bar in the diagram represents an independent organization providing technology that can address the desired mission only when linked with the technology provided by the other participants in this pipeline. No one controls the mission thread and yet decisions made by each participant affect mission results and can impact all of the other participants. Using a threat modeling technique such as STRIDE, which was developed by Microsoft [2] , system engineers can analyze each step to determine the assets that need protection and ways in which they can be threatened.
The following table provides an example for step 4 when the operator establishes access to the alert origination system in the mission thread shown in Figure 1 . Table 1 . Example for Step Four in Figure 1 Step Description
Assets

STRIDE Threat Identification Examples
Operator attempts to log on to the alert origination system.
• From this information, security experts can develop realistic attack scenarios that characterize mission risks each participating system needs to be prepared to handle, in a form meaningful to stakeholders and mission-thread participants. Figure 2 provides an example where an attacker steals a certificate of authentication in Step 4 and uses it to later send valid but illegitimate WEA messages, sending people into a harmful situation Based on the success of this approach in helping alert originators understand the importance of addressing security risks, DHS supported a second pilot for SERA to evaluate another portion of the WEA mission thread-commercial mobile service providers. For this analysis, the existing infrastructure was evaluated to determine if appropriate security controls were in place to address both security risks within the direct control of CMSPs and those that might impact them based on actions taken by alert originators.
This presentation provides an overview of the SERA methodology [3] , shares highlights of the two applications of SERA, the process developed to conduct the research, and the ways in which this research provided models to enable a cross-discipline approach. This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without requesting formal permission. Permission is required for any other use. Requests for permission should be directed to the Software Engineering Institute at permission@sei.cmu.edu.
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